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THE MARKET

Microsoft 365 is still the backbone of work

Microsoft 365 commercial

All of Google Cloud: infrastructure, AI and Workspace

+16%
Microsoft 365 commercial revenue growth 

in the year to June 2026, to $102B

Google's entire cloud business, including data centers, AI 

chips and Workspace, is about three quarters the size of 

Microsoft 365 commercial alone.

MICROSOFT AND ALPHABET ANNUAL AND QUARTERLY FILINGS

$87.8B

$49.2B

$102.0B

$77.6B

JUL 2024 – JUN 2025 JUL 2025 – JUN 2026



THE MARKET

Against Google Workspace, it isn't close

Microsoft 365 commercial

Google Workspace, estimated range

~6x
Microsoft 365 commercial against the top 

of the Workspace estimate

Microsoft added $14B of Microsoft 365 commercial revenue 

in one year, which is roughly the size of all of Workspace.

MICROSOFT FILINGS · WORKSPACE IS AN ESTIMATE

$87.8B

$102.0B

~$10–15B ~$12–18B

JUL 2024 – JUN 2025 JUL 2025 – JUN 2026

SOURCES



Up from ~3% to under 7% of paid seats



PART ONE

01 AI amplifies Microsoft 365 sprawl
Increasing visibility, pressure and the importance of getting Microsoft 365 under better control.
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AGENTS

Agents are the new apps, 
and they're multiplying

~40M
agents registered in Agent 

365, per Microsoft's July 

earnings call

15x
growth in active agents in 

Microsoft 365, year over year 

(Work Trend Index 2026)

40%
of enterprise apps will have 

task-specific agents by the end 

of 2026, up from under 5% in 

2025 (Gartner)

EXTERNAL MICROSOFT · WORK TREND INDEX 2026 · GARTNER





AI tools don’t create oversharing. 
They expose it at speed and scale.

BEFORE AI

Sprawl, quiet
Oversharing, orphaned sites, stale 
permissions — accumulating in the dark.

AMPLIFIER

Copilot
Surfaces what was always there.

WITH AI

Sprawl, loud
Faster, broader, in context, everywhere

PARTIAL CLEANUP MEANS PARTIAL PROTECTION.
AI DOESN'T RESPECT YOUR ROLLOUT PHASES.



The same sprawl, different blast radius.
The problem didn’t change — the timeline did. 

EARLIER SPRAWL

Accumulation

Clutter, duplication, abandonment, inconsistent structure

Findability, consistency, admin efficiency

Cleanup projects, lifecycle work, permission tidy-up

Cost and complexity

AI-ERA SPRAWL

Amplification

Weak grounding, oversharing, execution without clear guardrails

Trust, decision quality, security posture, automation safety

Policy-driven lifecycle, zero-trust access, agent controls, automation

Trust, exposure, resilience, control

FAILURE MODE

WHAT BREAKS

TYPICAL RESPONSE

EXEC CONCERN

HOW FAST IT HURTS Slowly — friction & overhead Quickly — prompts, agents, decisions



PART TWO

02 Confidence isn't control
What the 2026 surveys say about governance, cost, compliance and migration



WHERE WE'RE STARTING FROM

Three confidence readings. 
One exposure rate.

93% say their governance framework is ready

93% say Copilot only reaches what it should

93% say they could fix an exposure fast

29%
say AI has already surfaced something 

it shouldn't have. Same people, same survey.

SOURCES SHAREGATE 2026 AI GOVERNANCE SURVEY

8% say they are “not sure”
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BY COUNTRY

No two countries land in the same place

OPEN
Does the European picture look different from the inside? 
Better controls, or different reporting?

SOURCES SHAREGATE 2026 AI GOVERNANCE SURVEY · BY COUNTRY sharegate.com/state-of-microsoft-365/chap-1

CONFIDENT AND EXPOSED

CONFIDENT, FEWER EXPOSURES

CAUTIOUS AND EXPOSED

CAUTIOUS, FEWER EXPOSURES

AVG 35%

AVG 29%

→ very confident on framework, permissions and remediation

A
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 →

US 49 · 37

UK 42 · 25
Canada 30 · 26

France 25 · 29

Germany 21 · 23

Ireland 24 · 20*

Netherlands 20 · 30*

https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1
https://sharegate.com/state-of-microsoft-365/chap-1


LOOKING HARDER FINDS MORE

Teams that cleaned up found 
more exposure. That's the point.

FOUND AN AI EXPOSURE NOT SURE

Cleaned up org-wide n=433

40% 4%

Some departments n=301

20% 10%

Planned, not done n=84

11% 19%

No cleanup n=26 · directional

8% 23%
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GOVERNANCE

More than three in four had a 
governance incident this year

77%
had at least one in the last 12 months. 

23% had a clean year.

Stale access: a former employee or partner kept access 38%

Audit or compliance gap 35%

Oversharing 26%

Shadow IT or shadow AI 25%
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SHARING LINKS

Your anonymous-link setting 
tracks your incident rate

Blocked tenant-wide n=74 43%

Restricted to specific sites n=204 64%

Allowed tenant-wide, with expiry n=428 82%

Allowed tenant-wide, no expiry n=237 89%

Share with a governance incident in the last 12 months. 

Every step toward more open links comes with a higher rate.
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FEATURE STORY · SHARING

The new default link means evaluating old link policies
NOW · MID-SEP TO LATE OCT 2026 All plans RM 492622 · MC1454378

WHAT IT IS

A redesigned sharing experience with 

one main link that defaults to only the 

people you add. Admins can change 

the default per site.

WHAT IT UNLOCKS

A safer default: only people you add, 

unless someone chooses wider

One main link per file; older links 

move to Other links

The new org-link expiry policy (7 to 

720 days) covers legacy links, not the 

main link

WATCH OUT FOR

Per Microsoft, existing default link 

settings and expiration policies "do 

not govern hero links"

The default is per site 

(DefaultMainLinkScope), with no 

tenant-wide setting

Old links are checked against their 

creation date under the expiry policy, 

so some expire at once

89% incident rate where anyone links never expire, against 43% where they're blocked
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FEATURE STORY · VISIBILITY

Find every file shared with everyone, down to the item

SHIPPED · AUGUST 2026 SharePoint Advanced Management RM 561038 · RM 492621

WHAT IT IS

A data access governance report 

listing every item shared with 

Everyone or Everyone except external 

users, up to a million rows, with how 

many people actually opened each 

one.

WHAT IT UNLOCKS

Item-level view of the number one 

silent oversharing path

Open counts show what's safe to lock 

down

A new SharePoint Advanced 

Management Administrator role can 

remove permissions at scale without 

reading content

WATCH OUT FOR

Data can be 48 hours old, and reruns 

are every 30 days 

CSV download only 

The new role isn't assigned to anyone 

by default, Global Admins included

29% have already had AI surface something it shouldn't. 93% are confident in governance.
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FEATURE STORY · EXTERNAL SHARING

Every external share now creates a guest account
NOW · PASSCODES RETIRE OCT 1–31, 2026 Entra B2B · guest governance billed per guest MC1243549

WHAT IT IS

SharePoint and OneDrive retire their 

own one-time passcodes. People you 

invite become Entra B2B guests, and 

old passcode links fail for anyone 

without a guest account.

WHAT IT UNLOCKS

One identity model for every external 

user

Conditional Access, MFA and access 

reviews now apply to sharing guests

Guests can be found, reviewed and 

removed in one place

WATCH OUT FOR

Guest objects multiply fast

Some guest governance features bill 

per guest through an Azure 

subscription

Expect "I lost access" tickets this 

month

65% review guest access at least quarterly. Everyone has a lot more guests to review.
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FIELD NOTES · ATTENTION MAP

Everyone checks oversharing 
first. Almost nobody opens labels.

Oversharing review Most

Data quality About half

Sharing links A third

Inactive workspaces A quarter

Broken inheritance ~1 in 5

Sensitivity labels Few

Where teams spend their first 90 days.

 

Oversharing is a symptom. 

Labels are preventative.

FIELD DATA SHAREGATE PROTECT FIELD DATA

And in the field data, 

35% of tenants haven't defined 

a single sensitivity label.



WORKSPACE LIFECYCLE

We gate the front door and 
leave the back door open

90%
put something in the way of creating a 

workspace

35%
automatically archive a workspace 

once it goes inactive

Most teams run lifecycle by hand, at human speed, while AI reads at machine speed.
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FEATURE STORY · LIFECYCLE

Archive the file, not the whole site
SHIPPED · GA JULY 2026 Microsoft 365 Archive · pay as you go MC1381114

WHAT IT IS

Anyone inside the org with edit rights 

can archive a file, or every file in a 

folder, in place. It stays where it was, 

out of the way, and anyone with read 

access can bring it back.

WHAT IT UNLOCKS

Archived content drops out of Copilot 

answers

Cold-storage pricing, charged only 

above quota, with no reactivation fee

Owners clean up as they go instead of 

waiting for IT to archive a whole site

WATCH OUT FOR

Many clients can't open archived files: 

Office for the web, mobile, Mac sync, 

older builds

Pages, OneNote, agents and Site 

Assets can't be archived

SharePoint only. A reactivated file 

can't be re-archived for 120 days.
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FEATURE STORY · LIFECYCLE

Archive the file, not the whole site
SHIPPED · GA JULY 2026 Microsoft 365 Archive · pay as you go MC1381114

WHAT IT IS

Anyone inside the org with edit rights 

can archive a file, or every file in a 

folder, in place. It stays where it was, 

out of the way, and anyone with read 

access can bring it back.

WHAT IT UNLOCKS

Archived content drops out of Copilot 

answers

Cold-storage pricing, charged only 

above quota, with no reactivation fee

Owners clean up as they go instead of 

waiting for IT to archive a whole site

WATCH OUT FOR

Some apps mishandle archived files 

with confusing errors: Word and 

PowerPoint for the web, mobile apps, 

Mac sync, older builds

Pages, OneNote, agents and Site 

Assets can't be archived

SharePoint only. A reactivated file 

can't be re-archived for 120 days.

35% automatically archive a workspace once it goes inactive. 

Storage growth is the #2 cost pain, at 39%.
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FEATURE STORY · LIFECYCLE AUTOMATION

Retention policies can archive 
now, not just keep or delete

NOW · GA OCT–NOV 2026 · LAST-ACCESSED GA JAN 2027 Purview retention + Microsoft 365 Archive

WHAT IT IS

A Purview retention policy can retain, 

then archive, then delete files across 

SharePoint and OneDrive. A second 

change lets retention key off when a 

file was last opened.

WHAT IT UNLOCKS

The first hands-off, policy-driven file 

archive

Archived files are excluded from 

Copilot

Covers OneDrive, which site lifecycle 

policies don't

WATCH OUT FOR

Off by default

Last-accessed retention covers Office 

files only at first

A policy that archives too eagerly 

hides files people still use. Pilot on a 

narrow scope.

90% gate workspace creation. Only 35% automatically archive one that goes quiet.
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MIGRATION

Migration isn't a project anymore. 
It's a standing capability.

94%
migrated something in 

the last two years

2.5
migration types, on 

average, among those 

who did

35%
of the biggest projects 

came from org 

change: M&A or 

consolidation

7%
would change nothing 

about how it went
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MIGRATION HINDSIGHT

Only 7% would run their 
last migration the same way

Plan earlier 45%

Buy proper tooling sooner 38%

Clean up before moving 36%

Bring in a partner earlier 29%

Better change management 19%

Nothing, it went well 7%
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PART TWO

02 Confidence isn't control
What the 2026 surveys say about governance, cost, compliance and migration



PART THREE

03 The road ahead
We need to evolve how we work and automate more or we won’t be able to keep up.



Governance workload is growing
Yet automation and tool usage lags. 

Source: ShareGate survey of 851 Microsoft 365 IT leaders, March 2026

WORKLOAD GROWTH

71%
say governance workload has 
grown since Copilot.

STILL MANUAL

37%
Reactive
Spreadsheet driven
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HOW TEAMS FIND GOVERNANCE ISSUES

For 30% of teams, the 
incident is the alert

35%
proactive monitoring and alerts

35%
periodic scheduled reviews

30%
reactive: users report it 15, an audit finds it 8, 

after an incident 4, no consistent way 3

PANEL What does going from reactive to proactive require, beyond buying a tool?
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THE AI BILL

AI was supposed to lighten the load. Did it?

71%
say their governance workload went up after 

enabling AI. A quarter say significantly.

10%
say it went down. Those are the teams 

worth asking what they did differently.

SURVEY SHAREGATE 2026 AI GOVERNANCE SURVEY sharegate.com/state-of-microsoft-365/chap-2
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THE 10% WHOSE WORKLOAD WENT DOWN

Monitoring and ownership. Not more cleanup.

Everyone The 10% GAP

Continuous AI monitoring +10

A defined, enforced owner +7

Cleanup done +3

Had an AI exposure lower is 

better −13

PRIORITY You can only lead on one this quarter: monitoring, or ownership?

SOURCES SHAREGATE 2026 AI GOVERNANCE SURVEY · THE 10% IS N=83, A PROFILE sharegate.com/state-of-microsoft-365/chap-2
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T H E  Q U E S T I O N  Y O U  G O T  T H I S  W E E K

“Which sites should we clean up first, and which 

are putting us at risk right now?”

01

First report

02

Export CSV

03

Filter columns

04

Check the site

05

Validate 

owner

06

Compare 

settings

07

Rerun script

08

Summarize

09

Explain the 

risk

TODAY  9+ stops. Every time. There’s a shorter path



F R O M  A G E N T S  T O  A  S Y S T E M

Mature governance is connected

O N E  A G E N T M A N Y  A G E N T S C O N N E C T E D

Memory · Context · Skills · Sources

Useful, but siloed Duplication · no memory · no ground truth Shared memory, context, skills & sources



D E M O

Two questions, five moves

W H A T ’ S  O N  S C R E E N

Microsoft 365 Copilot

↓  Copilot Studio agent

↓  One MCP tool (OAuth)

↓  Demo tenant: 142 sites · 85 Teams

Can: read · preview · plan

Needs you: anything that changes the tenant

1 Ask broad Trend, or headline numbers

2 Find the pattern What do they have in common?

3 Narrow Safest start · drill in

4 Check Owners · labels

5 Prepare + action Paused policy · meeting brief



Screen recording goes here
I1 · Trend · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Trend

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

107 inactive sites, up 26% since 

April. The climb came mid-July 

to late August.

T H I N K  A B O U T

What ended this summer, and who 

would know?



Screen recording goes here
I1 · Trend · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Trend

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

107 inactive sites, up since 

April. The climb came mid-July 

to late August.

T H I N K  A B O U T

What ended this summer, and who 

would know?



Screen recording goes here
I2 · Patterns · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Patterns

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Half of them have nothing 

shared, no guests and no 

unique permissions.

T H I N K  A B O U T

Which risk factors would stop you 

from archiving?



Screen recording goes here
I2 · Patterns · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Patterns

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Half of them have nothing 

shared, no guests and no 

unique permissions.

T H I N K  A B O U T

Which risk factors would stop you 

from archiving?



Screen recording goes here
I3 · Safest start · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Safest start

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Strictest set: 8 sites with no 

members and nothing shared. 

Relax one condition and it's 50.

T H I N K  A B O U T

Start small, prove it, then widen.



Screen recording goes here
I3 · Safest start · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Safest start

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Find the strictest set and 

expand from there.

T H I N K  A B O U T

Start small, prove it, then widen.



Screen recording goes here
I4 · Owners · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Owners

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Two accounts own almost 

everything. 63 inactive sites 

have no other owner.

T H I N K  A B O U T

Who would actually answer an “is 

this still needed?” email?



Screen recording goes here
I4 · Owners · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Owners

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Two accounts own almost 

everything. Many inactive sites 

have no other owner.

T H I N K  A B O U T

Who would actually answer an “is 

this still needed?” email?



Screen recording goes here
I6 · Brief · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Brief

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

3 findings, 2 decisions, 1 

metric: ready for the IT review.

T H I N K  A B O U T

What will you measure next 

quarter?



Screen recording goes here
I6 · Brief · record 1416 × 976 (1.45:1)

I N A C T I V I T Y  D E M O

Brief

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

3 findings, 2 decisions, 1 

metric: ready for the IT review.

T H I N K  A B O U T

What will you measure next 

quarter?



Screen recording goes here
O1 · Headline · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Headline

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

152 edit links that anyone can 

use and that never expire. 47 

sites open to the whole org.

T H I N K  A B O U T

Which of these would worry your 

CISO most?



Screen recording goes here
O1 · Headline · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Headline

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

152 edit links that anyone can 

use and that never expire. 47 

sites open to the whole org.

T H I N K  A B O U T

Which of these would worry your 

CISO most?



Screen recording goes here
O2 · Prioritize · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Prioritize

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

HR, Accounting and 

Acquisition combine the most 

risks.

T H I N K  A B O U T

Risk is the combination, not a 

single count.



Screen recording goes here
O2 · Prioritize · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Prioritize

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

HR, Accounting and 

Acquisition combine the most 

risks.

T H I N K  A B O U T

Risk is the combination, not a 

single count.



Screen recording goes here
O2 · Prioritize · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Prioritize

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

HR, Accounting and 

Acquisition combine the most 

risks.

T H I N K  A B O U T

Risk is the combination, not a 

single count.



Screen recording goes here
O3 · Drill in · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Drill in

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

37 edit links on HR archives 

and backups, several created 

seconds apart.

T H I N K  A B O U T

Seconds apart means a bulk 

action, not a decision.



Screen recording goes here
O3 · Drill in · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Drill in

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

37 edit links on HR archives 

and backups, several created 

seconds apart.

T H I N K  A B O U T

Seconds apart means a bulk 

action, not a decision.



Screen recording goes here
O4 · Labels · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Labels

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

HR has no sensitivity label. 

Neither do the other 141 sites.

T H I N K  A B O U T

Without labels, what tells Copilot 

this is sensitive?



Screen recording goes here
O5 · Prepare · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Prepare

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Preview: 37 links, policy 

paused. Root cause: the site 

allows ‘Anyone’ links.

T H I N K  A B O U T

Fix the setting, not just the links.



Screen recording goes here
O5 · Prepare · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Prepare

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

Preview: 37 links, policy 

paused. Root cause: the site 

allows ‘Anyone’ links.

T H I N K  A B O U T

Fix the setting, not just the links.



Screen recording goes here
O6 · Brief · record 1416 × 976 (1.45:1)

O V E R S H A R I N G  D E M O

Brief

Ask broad

Find the pattern

Narrow

Check

Prepare + action

K E Y  I N S I G H T

3 findings, 2 decisions, 1 check 

in 30 days for the HR owners.

T H I N K  A B O U T

What will HR own after this 

meeting?



T H E  Q U E S T I O N  Y O U  G O T  T H I S  W E E K

“Which sites should we clean up first, and which are 

putting us at risk right now?”

01

First report

02

Export CSV

03

Filter columns

04

Check the site

05

Validate 

owner

06

Compare 

settings

07

Rerun script

08

Summarize

09

Explain the 

risk

TODAY  9+ stops. Every time. There’s a shorter path



T H E  S A M E  Q U E S T I O N ,  R E D O N E

O N E  C O N V E R S A T I O N  ·  T H E  A G E N T  H A N D L E D

01  First report 02  Export CSV 03  Filter columns

04  Check the site 05  Validate owner 06  Compare settings

07  Rerun script 08  Summarize 09  Explain the risk

✓   YO U  A PPR O V E

 A step that stays human.

NOW  1 conversation + human approval

“Which sites should we clean up first, and which are 

putting us at risk right now?”



T H E  P A T T E R N  Y O U  J U S T  W A T C H E D

Visible delegation, not invisible automation

Policies start paused until a person turns them on.

01

Ask

Pose the question in 

plain language

02

Understand

See the exposure, 

grounded in data

03

Prioritize

Decide what to act on 

first

Human confirms

Approve, or don’t

04

Act

Preview, then change

05

Prove

Audit trail and trend 

evidence

The agent gets faster at every step but one, and that one is deliberate.



BEYOND SPREADSHEETS & BUILT-IN TOOLING

57% govern with built-in tools. 1% use something built for it.

built-in Microsoft tools only57%

manual or internal policies39%

not addressing it3%

a tool built for governance<1%

77% had a governance incident last year. Reactive is too slow.

PANEL Copilot doubled, incidents are the norm, tooling didn't move. Why hasn't the gap closed?

SOURCES SHAREGATE 2026 IT OPERATIONS SURVEY, N=943, VS 2025 sharegate.com/state-of-microsoft-365/chap-3
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PART THREE

03 The road ahead
We need to evolve how we work and automate more or we won’t be able to keep up.



@RHarbridge

@RHarbridge

Let’s Connect
Thank you!

Explore your 

sprawl

Get the State of M365 report

and benchmark your org
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